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1
Decision/action requested

This pCR proposes a solution for KI#1 to protect RRCResumeRequest against MiTM to TR33.809
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Rationale

Currently, KI#1 “Security of unprotected unicast messages“ as in TR33.809 [1] mention several unicast messages that are not protected as a justification for protecting all possible RRC/NAS unicast messages in order to avoid and prevent a false bases station to exploit such vulnerabilities in launching an attack either on the network or the UE. 

Although, RRCResumeRequest message is sent over SRB0 which does not support neither integrity protection nor encryption, yet a token mechanism has been used to provide some integrity to the RRCResumeRequest message as described in TS38.331 [2]. In addition, according to TS38.331 [2] specification, the resume cause is being used to indicate the reason for the UE to initiate the RRC Resume procedure. Historically, in EPS 36.331 [3] this resumecause was used to indicate reason for the UE resume and eventually all resumecause values allow the UE to get to connected state. However, in NR [2] resumecause has been expanded to include many new values including RANU which usually sends the UE back to INACTIVE state.
Since the resumecause field in the RRCResumeRequest message is not protected by the ResumeMAC-I, a MiTM attack is possible by changing the resumecause from “emergency” to “RNAU”, for example, and create a denial of service to the UE by sending the UE to INACTIVE state while UE is trying to establish an emergency call. In another attack, the resumecause of ‘highpriorityaccess’ can be changed to ‘mo-data’ which ends up offering the UE a service that is lower than the UE requested without the knowledge of the network nor the UE.
This solution propose that in order to protect the RRCResumeRequest message from tampering and MiTM attack, the resumecause field need to be one of the input parameters when calculating the ResumeMAC-I.

RRC-Resume-Request
= ResumeMAC-Input “Source (C-RNTI+PCI) + Target Cell ID + ResumeCause”

SA3 is kindly requested to approve this solution into TR33.809.

4
Detailed proposal
**** Start of pCR to TR 33.809****
6.Y Solution Y: Protecting RRCResumeRequest against MiTM
6.Y.1
Introduction 
This solution addresses the following key issues:

-
Key issue #1: The 5G system shall have support for protection against tampering of RRCResumeRequest message.[1]
The solution provides a mechanism to protect the RRCResumeRequest message from tampering with the resumecause field and against MiTM attack.
6.Y.2
Solution Details
When the UE initiates the RRC Resume procedure, the UE shall use the resumecause field value as an input parameter when calculating the ResumeMAC-I as indicated below.

 RRC-Resume-Request
= ResumeMAC-Input “Source (C-RNTI+PCI) + Target Cell ID + resumecause”

When the new gNB receives RRCResumeRequest message, the new gNB shall include the resumecause field value in addition to the I-RNTI and PCI in the RETRIEVE UE CONTEXT REQUEST message sent to the old gNB. 
When the old gNB validates the ResumeMAC-I, the old gNB shall calculate the ResumeMAC-I as the way the UE calculated it by also including the resumecause field value as an input to the ResumeMAC-Input.
For addressing backward compatibility, the following is proposed:

· release 16 UE which support this feature will exchange its capability to the gNB over NAS when the UE attach to the network. The serving gNB (old gNB) will keep an indication of the UE support of this feature in the UE context even after sending the UE to INACTIVE.

· When the UE come from RRC-INACTIVE state by sending the RRCResumeRequest message, the UE protect the resumecause when calculating the ResumeMAC-I. When the new gNB receives the RRCResumeRequest, the new gNB sends the resumecause value in addition to the UE I-RNTI, ResumeMAC-I in the RETRIEVE UE CONTEXT REQUEST message to the old gNB.
· After the old gNB identify the UE context using the UE I-RNTI, the old gNB validate the UE capability of whether it supports “resumecause” protection or not. If the UE support this feature, the old gNB validate the ResumeMAC-I using the resumecause as one of the ResumeMAC-Input parameters. If the UE does not support, the old gNB ignores the received resumecause when calculating the ResumeMAC-I.
· In the rare case when the new gNB is Rel-15 gNB while the old gNB is a Rel-16 gNB, when the new gNB receives the UE RRCResumeRequest message, the new gNB will include the UE I-RNTI, ResumeMAC-I and other parameters but without the resumecause filed value in the RETRIEVE UE CONTEXT REQUEST. When the old gNB allocate the UE context and verify that the UE supports resumecause protection while no resumecause value has been received, the old gNB either reject the new gNB request in RETRIEVE UE CONTEXT REJECT with proper cause value that causes the new gNB to send the UE to RRC-IDLE or optionally, the old gNB can iterate the validation of the UE ResumeMAC-I by including one of already standardized resumecause value at a time and check the ResumeMAC-I. If the ResumeMAC-I passes validation with any of the resumecause values, the old gNB respond with RETRIEVE UE CONTEXT RESPONSE as in the successful case. If ResumeMAC-I failed with all resumecause values, the old gNB reject the new gNB request.
6.Y.3
Evaluation 
TBA.
**** END OF CHANGES ****
